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1 概述 

1.1   背景 

RG-SMP+ ᵇјᵃ￼ּזἋ ιָ֫ώӗ҃ѕѦ Ԅᴭχ י ת ᵙPortal  

Ẹׁ ѕѦԄᴭ

Ԅᴭ
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Perl  Apache  uPortal  Ruby ֒￼ᴿ WebẔּז  

 CASṞ҈Apache 2.0
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图2-2 SAML 协议框架体系 

 

 

 Ᾰ (Assertions) 

Ᾰ ῗᶈSAMLѧּז‎ὼ ￼Ḿ ιԎѧץὐ ѦּזἋᶈҜѱῊ ҨҜѱΆẪ ιᵃῊ ᴵҨץ

ὐ ҎἛṝӡỤι⅝ḅּזἋ￼E-mailᶊᶍᵙּכ  

 ᴃ (Protocol) 

ᴃ ḧḅӍἚ јᵃ￼ ѭ Ҏ ѭ ἄק ֯￼RequestᵙResponseḾ ι ᶈ Ҏ ∂ᵙ Ẕ

￼Ḿ ѧץᵍ҃ ѭἍ⸗ָ ￼ӡỤ ⅝ḅι ∂ᴃ εAuthRequest Protocolζṏ ḧ҃ ѦSPḅ

Ӎᴞ ∂ἄѭ Ѧ Ἃזּ  

 ḧ(Binding) 

ḧḧѲ҃SAMLӡỤḅӍӔּז ӡᴃ ҽ ￼ι Ҏᴃ ҽ ῊιẔ Ṅ ∂/ᵠẔἵᾰᾣᶈᴃ

￼Ҝѱӈ ᵤҎᴠᾭѧ  

○ HTTP Redirect BindingχḧѲ҃SAMLᴃ ╦ỤḅӍ HTTP 302 ΆẪ ҽ  

○ HTTP POST BindingχḧѲ҃SAMLᴃ ╦ỤḅӍ base64 ᵅιҨForm ᴅΆẪ ҽ  

○ HTTP Artifact BindingχḧѲ҃SAML artifactḅӍ HTTPᴃ ҽ  

 ᶹẻ(Profiles) 

ḧѲ҃ԏӌ￼ўחᶋ῟￼ҐҊ╙ ᵙ ​ι ṄAssertions Protocols Bindings￼ῶ  ᵀιḫאԏӌ

῟ӕᶋזּ ∂ ‰ ḅSAML2.0ѧιWeb Browser SSO ProfileḧѲ҃ўח ѳ ḅӍַּזWeb╞ ᵸι

HTTP Redirect Binding HTTP POST BindingᵙHTTP Artifact Bindingѕ ΆẪιḫא ∂

SAMLᵠẔᵙᾸ ￼ᴧ љὶᾠιῳ ḫאᴅ♇︡ẹ  

 ӺᾭὯ(Metadata) 

SAML￼ӺᾭὯῗ ᾭὯιԎץᵍԋ҈SAML ӡᴿΆ￼ӡỤ Metadata ᴵҨᶲ῎Ẹׁ ￼Ҩїӡ

ỤχẸׁ ￼‰ ӡỤ ᾟὙἡ◗￼ εIDPἆSPἆ҇ Ԓᶵζ ᾟὙ￼ ᵄΆẪҨᴣ ᵄ ḾẔ￼
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X.509 ѿ ᾟὙ￼Ѯӌ‰ ⁪ẪҨᴣѮӌ￼Ṟớ ᾟὙ￼SAML Bindings ḅ‛Ẹׁ ἡ◗￼ῗIDP

ιᴵҨץᵍᴅ♇︡ẹᴧ ￼URLᶊᶍ ḅ‛Ẹׁ ἡ◗￼ῗSP ιᴵҨץᵍᾸ ╦ ᶊᶍ  

 ӡỤіїᾰ(Authentication Context) 

ᶈ•Ҏ⸗℮ᶋ῟їιSP ӘὯẸׁѮӌᶈIDPѧ￼ ΆẪᵙẶẙι‎֘ḧῗᵋὶᴩᾸ Authentication 

Contextṏῗּז‎ὼ јᵃ￼ ΆẪӡỤ  

2.  工作原理 

ᶈRG-SourceIDѧιᾟὙIDP ᵙSP ѣ Binding₩Ẫχ 

 IDP Binding₩ẪεSP ᵇIDP ҽ ᴠᾭΆẪζᾟὙҨїѕ ΆẪχHTTP-POST HTTP-Redirectᵙ

HTTP-POST-SimpleSign  

 SP Binding₩ẪεIDP ᵇSP ҽ ᴠᾭΆẪζᾟὙҨїѕ ΆẪχHTTP-POST HTTP-ArtifactᵙHTTP-

POST-SimpleSign  

 ᾰ⁶֯ѯ ⅝ Ẃ ћ ѭ ᴅ￼ḫאΆẪ(HTTP-Redirect+HTTP-POST) ҟ χ 

图2-3 HTTP-Redirect+HTTP-POST 模式流程图 

 

 

(1) ╞ ᵸ Ӿ ∂SP ◊ι SP ףּ ιSPṍ ᴧ љIDP￼  

(2) SP ӾṂ XML⁪Ẫ￼SAMLRequestᴠᾭι ╞ ᵸHTTP 302 ḧᵇֹIDP￼ ὶᴭ  

(3) IDP› Ẕּזῗᵋ├ԛι ֹ ףּ  

Ἃ︡ẹזּ (4)  
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(5) IDPṂ SAML Responseᴠᾭֹ ᴅι post ∂ ᵻ SP  

(6) SP ᵻӡỤ  

(7) ᵇּזἋᵠẔ ◊  

2.1.3  OAUTH2.0 

1.  基本概念 

OAUTHӹ  Ἃάזּ ѕΆẔּז ҤҪḕӴᶈᴰᶹ￼Ὸחώӗ і￼ӡỤι ј ṄּזἋᵄᵙḸ ώӗ

ѕΆ ἆ֫ҕҤҪᾭὯ￼ἍῶԓḳזẔּט  

图2-4 OAUTH 2.0 交互过程图 

 

 

 ◊Ὂῶ (Resource Owner) 

ᶼά҄ḾᴩӠἴ ◊￼   ￼ḫӌ Ẹ ◊Ὂῶ ῗ Ѧ ḫѦӌῊιḜ ѭῳ Ἃזּ  

 ◊Ὸחᵸ(Resource Server) 

Ἐ ᴩӠἴ ◊￼Ὸחᵸι ᶼӔּז ҧⱲὶᴩᵙᵠẔᴩӠἴ ◊ ∂  

 ḭἋ (Client) 

Ҧ ◊Ἅῶ Ẋ Ԏά ᴧ֧ᴩӠἴ ◊ ∂￼Ẕּז ẑ  

 ά Ὸחᵸ(Authorization Server) 

Ὸחᵸᶈἄו ◊Ἅῶ Ẋ ệά ᵅᵇḭἋ ᴧ ҧⱲ ά Ὸחᵸᵙ ◊Ὸחᵸѳ ￼ҐҊ

֧҃  ￼ ᶀ ά ῸחᵸᴵҨῗљ ◊Ὸחᵸ ᵃ￼ῸחᵸιѼᴵҨῗᴅ꜠￼ḫӌ ᴅѦά Ὸחᵸ
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(4) ḭἋ Ӕּזά  ᵇά Ὸחᵸּך ҧⱲ  

(5) ά Ὸחᵸ ᵻtokenֹḭἋ  

(6) ḭἋ Ӕּזtokenᵇ ◊ῸחᵸὭᴨּזἋӡỤ  

(7) ḭἋ ᵇּזἋᵠẔ ◊  

2.2   认证方式配置 

2.2.1  CAS 协议配置 

Ԅ[ ]>>[ ΆẪ]ιᶈ ΆẪ ѧι ὍSSO‰֝Ḿὶ ΆẪιᶈԎѧ Ὅᴃ ᶚѭCAS

ᴃ ιὟⱢώ ᶪ֒ḾẔ￼ᴠᾭᴏᴵ  

图2-5 认证方式配置入口 

 

 

参数说明： 

 redirectUrl: CASᴃ ￼︡ẹ ￼ᶊᶍι ӕχhttps://sso.xxx.xx.xx/cas/login  

 validateUrl: CASᴃ service ticket￼ὶᴭᶊᶍι ӕχhttps://sso.xxx.xx.xx/cas/p3/serviceValidate  

 logoutUrl: ѕΆ ￼֧︡ᶊᶍι ӕχhttp://sso.xxx.xx.xx/cas/logout  

https://sso.xxx.xx.xx/cas/login
https://sso.xxx.xx.xx/cas/p3/serviceValidate
http://sso.xxx.xx.xx/cas/logout
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图2-6 CAS 协议配置 

 

 

2.2.2  OAUTH 协议配置 

Ԅ[ ]>>[ ΆẪ]ιᶈ ΆẪ ѧι ὍSSO‰֝Ḿὶ ΆẪιᶈԎѧ Ὅᴃ ᶚѭ

OAUTHᴃ ιὟⱢώ ᶪ֒ḾẔ￼ᴠᾭᴏᴵ  

参数说明： 

 authUrl: OAUTHᴃ ￼ ᴨά  ὶᴭι ӕχhttp://sso.xxx.xx.xx/cas/oauth2.0/authorize  

 tokenUrl: ᴨtoken￼ὶᴭᶊᶍι ӕχhttps://sso.xxx.xx.xx/cas/oauth2.0/accessToken  

 profileUrl: ⁞Ὧtoken ᴨּזἋӡỤὶᴭᶊᶍι ӕχhttps://sso.xxx.xx.xx/cas/oauth2.0/profile  

 logoutUrl: ѕΆ︡ẹ ￼֧︡ᶊᶍι ӕχhttp://sso.xxx.xx.xx/cas/logout  

 profileId: ᵻּזἋᵄ￼Ḕⅎᵄι ӕχid  

 AppID: ά Ά ᴧ ḭἋ ￼Ẕּזid  

 AppSecret: ά Ά ᴧ ḭἋ ￼ẔּזḸ  

http://sso.xxx.xx.xx/cas/oauth2.0/authorize
https://sso.xxx.xx.xx/cas/oauth2.0/accessToken
https://sso.xxx.xx.xx/cas/oauth2.0/profile
http://sso.xxx.xx.xx/cas/logout
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图2-7 OAUTH 协议配置 

 

 

2.2.3  SAML 协议配置 

Ԅ[ ]>>[ ΆẪ]ιᶈ ΆẪ ѧι ὍSSO‰֝Ḿὶ ΆẪι ᶈԎѧ Ὅᴃ ᶚѭ

CASᴃ ιὟⱢώ ᶪ֒ḾẔ￼ᴠᾭᴏᴵ  

参数说明： 

 EntityIDχSAML ᴧ ḾὶẔּזservice provider￼ᵪ id  

 Retrieval URLχ ᴨidentity provider￼metadataᾰҭᶊᶍ￼url  

 logoutUrlχ ѕΆ︡ẹ ￼֧︡ᶊᶍ  

图2-8 SAML 协议配置 
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2.3   配置 Portal、自助、管理端
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图2-11 自助配置认证方式 

 

 

2.3.3  配置管理端认证方式 

Ԅ[ ]>>[ ]>>[ ת ]ι⁞Ὧ ∂ ת ΆẪ  

图2-12 管理端配置认证方式 

 

 

3 典型应用 

3.1   管理端对接标准第三方单点登录系统 

(1) ẊẦᵏ ΆẪ  
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图3-1 开启认证方式 

 

 

(2) ᶈ ת Ὅ ΆẪ  

图3-2 选择认证方式 

 

 

(3) ︡ẹ ᾦ‛  
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图3-3 登录页面效果 

 

 

图3-4 选择 SSO 

 

 

3.2   自助端使用第三方登录系统和 Office 365 

(1) Ầᵏ ΆẪ  
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图3-7
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